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se Year of the Spy—1985— 
TH to contain one episode 
the another of concern for 
espion S. Navy. Evidence of 
security? theft of secrets, and 
SEM breakdowns surfaced 
ič edly during the year. If 
nOA: question was how 
an pee Citizens—military 
their \Vilian—could sell out 
TTT for money, then 
aske TA Compelling questions 
to ha Ow the Navy allowed it 
ed KARA and who else might 
Cizeq ng it. The most publi- 
famil] case involved the Walker 
ira : Shown at left in federal 

oa Court on 15 August 
Walker the father, John A. 
Michael Jr., and his son 
John? Ci. Also charged was 
tenant CE other, retired Lieu- 
Wal bi Ommander Arthur 
edly inu A fourth man alleg- 

: Mvolved with the group 
Jerry Wee Chief Radioman 
egan itworth, whose trial 
the MIEN en this vear. Part of 
With Jone sain arrangement 
im to n Walker called for 
Worth tify against Whit- 
over A to give the U. S. 
rovi “ment details on what he 


ded to the Soviet Union. 
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stands emptv now. Bullet holes puncture the black-shuttered win- 

dows. An uglv hammer and sickle surrounded bv the interna- 
tional symbol for ''no'' is sprav-painted on the red-brick front. Inside, 
walls are torn like cardboard and the floor, like the lives of the former 
occupants, is broken and splintered. 

Shortiv before dawn on 20 Mav 1985, in Rockville, Marvland, the 
house's owner, a retired Navv warrant officer named John A. Walker, 
Jr., was arrested bv FBI agents and charged with espionage. For the 
Navv, the arrest would mark the beginning of the worst spv scandal in 
its historv. For the nation, it was the first revelation in what would come 
to be known as the vear of the spv. 


Ts once-handsome colonial home on Norfolk’s West Ocean Drive 


John Anthony Walker, Jr. 





On 27 May 1955, a dark Friday night, a 17-year-old high school 
dropout and a friend staged a series of burglaries in Pennsylvania. They 
came away with two tires, four quarts of oil, six cans of cleaner, and $3 
in cash. After a bullet-punctuated, high-speed chase by a police officer, 
the young dropout got away that night but was arrested two days later. 
Placed on probation in the custody of his parents, the youth enlisted in 
the Navy on 25 October 1955 in order to avoid going to jail. John A. 
Walker, Jr., thus began his Navy career. 

The troubled youth from Scranton seemed to find himself in the 
Navy. Eight years after he enlisted, he traded in his white hat for the cap 
of a chief radioman. In the summer of 1965, Chief Walker transferred 
from the USS Andrew Jackson (SSBN-619) to the newly built Simon 
Bolivar (SSBN-641), then under the command of Commander Charles 
H. Griffiths, who later retired as a vice admiral. Admiral Griffiths re- 
members Walker as a ''rather talkative, intense man and a competent 
radioman . . . We didn’t have any disciplinary problems with him and I 
didn’t hear of any family problems. There was no reason to think that he 
was disgruntled."' 

In August of that year, Walker received his top secret crypto clear- 
ance, despite his police record for burglary, which Navy investigators 
had discovered more than a year earlier. The Simon Bolivar was com- 
missioned in October 1965 and Walker spent much of his time at sea in 
training missions and on patrol. In port, he freguently visited bars and 
viewed himself as something of a playboy. Chief Walker and other 
sailors assigned to the submarine's communication spaces were mem- 
bers of the ultra-conservative John Birch Society and distributed litera- 
ture about the organization to crew members and friends ashore. 
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James Bamford is a professional inves- 
tigative writer, specializing in national 
security issues. His articles have ap- 
peared in major newspapers in the 
United States and several foreign coun- 
tries. He has also served as a consultant 
to the British Broadcasting Corpora- 
tion, Thames Television, and the Lon- 
don Sunday Times. His book The Puz- 
zle Palace, about the U. S. National 
Security Agency, was a nationwide 
bestseller. It won the award as best in- 
vestigative book of 1982. Mr. Bamford 
has lectured widely on national secu- 
rity issues and has testified before com- 
mittees of both the Senate and House 
of Representatives on issues related to 
security and intelligence. He has stud- 
ied international law in both the United 
States and France and holds a juris doc- 
tor degree from Suffolk University 
Law School in Boston. He served on 
active duty in the Navy as a communi- 
cations technician from 1964 to 1967. 
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In January 1966 Chief Walker was advanced to senior 
chief and little more than a year later, in March 1967, he 
was promoted to warrant officer. A month after that he 
was assigned as a communications watch officer at head- 
guarters, Commander Submarine Force Atlantic in Nor- 
folk. There, according to Rear Admiral John L. Butts, 
former Director of Naval Intelligence, Walker's responsi- 
bilities included ““running the entire communications cen- 
ter for the submarine force . . .”’ 

It was around this period that John Walker first began 
spying for the Soviet Union. In the spring of 1968, his 
wife Barbara discovered items in his desk at home that led 
her to suspect him of spying, a fact he later confirmed to 
her. The following year Barbara Walker accompanied her 
husband on a ''drop'' of classified documents in the 
Washington, D. C., area. The motive at first, apparently, 
was to avoid the bankruptcy of an unsuccessful bar and 
snack shop he had purchased near Charleston, South Caro- 
lina. Later, after the motive became simple greed, Barbara 
Walker again accompanied her husband to a ''dead drop'' 
in Washington where he picked up a bag containing 
$35,000. 

In September 1969 John Walker became the deputy di- 
rector of the radioman A and B schools at the Naval Train- 
ing Center in San Diego. Among the subjects taught at the 
radioman schools were operation and maintenance of the 
Navy’s advanced cryptographic machines. The following 
August, Jerry A. Whitworth, a radioman first class, trans- 
ferred to the school. After two months in the school as a 
student, Whitworth was made an instructor and became 
close friends with John Walker. 


Jerry Alfred Whitworth 


Born 10 August 1939 in Muldrow, Oklahoma—a 
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wheat, soybean, and cattle farming center of 2,000 resi- 
dents near the Arkansas border—Whitworth was remem- 
bered as a good-natured youth who was voted class clown 
by his junior class at Muldrow High School. Because his 
parents separated soon after he was born, Whitworth usu- 
ally stayed with his grandparents or worked on his uncle $ 
farm. h 

In September 1956, at the age of 17, Jerry Whitwort 
enlisted in the Naval Reserve at Fort Smith, Arkansas: 
He was advanced to storekeeper third class in June 1932 
He went on active duty in September 1962 and was azi 
signed to the Naval Air Station, Alameda, California. L 
January 1965, he was transferred to the Naval Air Station: 
Los Alamitos, California. 

Bv the summer of 1965, Whitworth had decided to coB- 
vert from storekeeper to radioman and in October 1902 7 
went to radioman A school at Bainbridge, Maryland. bi 
months later he graduated and then spent a year Vibes 
TACRon 12, a tactical air command squadron. In AP? 
1967, he was advanced to radioman second class ah 
following month he returned to school in San Diego: 
completed the school in February 1968, and after a 16 t 
more months as a student at the naval communication 
station in Washington, D. C., he reported to the USS SA 
lington (AGMR-2), for duty in communications. She ha 4 
a major communications relay ship in the Western Pad! 4 
and handled a large percentage of the classified messaġ 
traffic moving between fleet units and shore comma? di 

In April 1969, Whitworth was advanced to radiom ft 
first class and was transferred in August to the airc! sa 
carrier Ranger (CVA-61). He arrived on board just 10 um 
for the ship's fifth combat deplovment to Vietnam. ' k 
the Ranger he went to the radioman school in San Diese 
According to federal prosecutors, sometime between 77, 
and 1975 Jerry Whitworth allegedly began working tat 
John Walker in his espionage activities. They wet la 
joined by Walker’s brother Arthur and son Michael. 


The Conspiracy — 


John Walker left San Diego in December 1971 for ah 
on board the combat stores ship Niagara Falls (AF S- $ 
Two and a half years later he was assigned as the COP m- 
nications systems officer on the staff of Commander *' cae 
phibious Force Atlantic Fleet and finally as commun} tic 
tions officer of Commander Naval Surface Force nee 
Fleet. In August 1976 Walker retired from the Navy " 
set up a private investigation business in Norfolk. re- 

In February 1973, Radioman First Class Whitworth ote 
ported to an extremely sensitive position on the Bere: 
U. S. Navy support facility on Diego Garcia, a horses ruc- 
shaped dot of land in the Indian Ocean. Until the const l 
tion of the facility at Diego Garcia in the 19705, =; 
ships and aircraft depended on communicationS st B 
along the periphery of the Indian Ocean. Radio linkS ne 
often unreliable and ships were occasionally without © 
munications support for extended periods. 

Because of its location, Diego Garcia also p 
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tong pa eligence role. It is the principal base of opera- 
and Nar reconnaissante aircraft, surveillance satellites, 
ndi ational Security Agency listening operations in the 
lan Ocean, 
gust ee h ap parently performed his job well. In Au- 
A e received a commendation for his work during 
iddle Ae test of the station’s communications with 
ecided t ast Force ships. Nevertheless in June 1974 he 
active dije, retire. On 10 October he requested release from 
and reen] Y, but the following month he changed his mind 
assigned ne for four years on the condition that he be 
rmy ĠA a school. That school turned out to be the 
mouth Kinga ARON Electronic School at Fort Mon- 
ellite o Jersey , Where he was trained in sensitive sat- 
~ “munications operations. 
ber TA Was assigned to the school from 24 Decem- 
ra ea 14 February 1975 when he received orders 
time that h tour of duty at Diego Garcia. It was about this 
rom John SAA received his first $4,000 payment 
4 Satellite AĠĠ, On 8 March 1975, Whitworth, now 
arcia a ALONG specialist, arrived on Diego 
ellite com ccame petty-officer-in-charge of the sat- 
billet. In munications division, normally a senior chief s 
ive POsiti ügust he was moved into an even more sensi- 
Cal cont On, that of petty-officer-in-charge of the techni- 
e SO! facility. For his performance in these positions 
Medal. hitworth was awarded the Navy Achievement 


Six month 
constructio 
named “C 
Station for 


S after Whitworth arrived on Diego Garcia, 
t began on a satellite intelligence facility. Code 
assic Wizard," the installation is the ground 
Oviet nav 4 Secret Navy satellite system designed to track 
nals, such al Operations. These satellites eavesdrop on sig- 
Ships. T Sem radar and communications, emitted DYASOVIEL 
Sic Wizar information is then passed to one of five ''Clas- 
Stations around the world where it is analyzed 
Cfore retra the locations of Soviet ships and submarines 
TEADA JOD to Washington. 

month p t Diego Garcia around March 1976, about 

OMetime $ Ore the completion of ''Classic Wizard. 
Ment, Whitu 1976, according to the government's indict- 
Walke Worth allegedly received another $18,000 from 
7 "IS may have been for information about Diego 

n June ib oe the “Classic Wizard’ system. 
Slellation (CVE Whitworth was assigned to the USS Con- 
a Mainten -64) where his duties included the operation 
ng Satellite ance of all communications systems, includ- 
Se of c communications, and the supervision ot the 
"val, ‘hes PoBraphic eguipment. Shortly before his ar- 
Ole and c onstellation’s antisubmarine warfare (ASW) 
tion o Pabilities were greatly expanded with the addi- 
aE ah aisticated new ASW coordination and analy- 
rhad t a number of S-3 Viking aircraft. The ASW 
Of the m © Capability of providing real-time processing 
ASsigned R Supplied by the aircraft. As a senior radioman 
Worth Ww O the ship’s communications department, Whit- 
ASW ; sl have had access to much of the sensitive 
and ot ġa non exchanged between the Constellation 
Also za IPS and shore stations. 

W on the ship, and possibly one of the reasons 


to 
b determine 


“cia and 
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Whitworth was assigned to the Constellation, was a state- 
of-the-art satellite communications system. Activated less 
than a month before satellite specialist Whitworth’s ar- 
rival, the system would enable the ship to receive and 
transmit communications worldwide via a new Navy satel- 
lite known as ‘‘Gapfiller.’” Among the information to 
which Whitworth would likely have had access were 
movements and locations of nearby U. S. submarines, 
highly classified intelligence reports, and intelligence 
from reconnaissance planes which attempt to locate Soviet 
submarines. 

In 1976 and 1977, during the time Whitworth allegedly 
was passing information to John Walker, the ship partici- 
pated in a number of operational exercises with Canadian, 
Australian, New Zealand, and Japanese naval forces. Ac- 
cess to communications during such activities would be 
valuable to the Russians in planning countermeasures. 

During the period he was assigned to the Constellation, 
Whitworth allegedly met with Walker numerous times to 
receive money and to transfer information, including doc- 
uments and cryptographic key cards. The first meeting 
was in San Diego on 8 January 1977, when Whitworth 
allegedly received $8,000. Another meeting took place in 
April when $12,000 allegedly was passed. Later that 
month, the government claimed Whitworth mailed a letter 
to Walker which reported the Constellation’s scheduled 
ports of call for May through August 1977, including the 
dates when the ship would be in Japan, Korea, and Hong 
Kong. On 10 August 1977, the Constellation arrived in 
Hong Kong and, according to the government, Walker 


Michael Lance Walker, 22, 
was an enlisted man in the 
crew of the carrier Nimitz 
(CVN-68) when he was 
arrested in May 1985. 


AP/WIDE WORLD 


was there to meet and receive information from Whitworth 
and pay him $8,000. 

Two months after the Hong Kong meeting, Whitworth 
was promoted to chief radioman. The following month his 
ship was back in San Diego and Walker allegedly flew into 
town to give Whitworth another $6,000. On 21 January 
1978 John Walker flew to Vienna for a meeting with his 
Soviet contacts, and three weeks later, again flew to San 
Diego where he allegedly gave Whitworth another 
$10,000. The following month the Defense Investigative 
Service renewed Whitworth’s top secret crypto clearance. 
At the same time, during March 1978, Walker again made 
contact with a Soviet agent in the Washington, D. C., 
area. Chief Whitworth’s last day on board the Constella- 
tion was 5 July 1978. Two days later John Walker arrived 
in San Diego and allegedly paid the chief another 
$24,000. A week later Walker was back in Vienna meet- 


113 





er — = MI ——— —— 


ing with his Soviet contacts. 

In August Whitworth took up his new assignment as the 
chief radioman and classified material svstems custodian 
on board the Niagara Falls. A month later he allegedly 
met with Walker in Norfolk and received $8,000. Shortly 
thereafter the Niagara Falls sailed for the Western Pacific. 
On 10 December the ship moored at Subic Bay, Philip- 
pines. Five days later, in Manila, Whitworth again alleg- 
edly met John Walker and received another $8,000. The 
next day, also in Manila, Walker rendezvoused with his 
Soviet contact. 

Whitworth’s last day on board the Niagara Falls was 10 
August 1979, and two days later he allegedly met John 
Walker in Norfolk and received another $8,000. On 10 
September Whitworth was assigned to the naval telecom- 
munications center at the Naval Air Station, Alameda, 
California. As the message center chief, he had access to 
virtually all documents and secure information at the cen- 
ter. This would be all information to and from two aircraft 
carriers attached to Carrier Group Three, including infor- 
mation about nuclear weapons, and future plans and oper- 
ational deployments of the ships. Perhaps even more seri- 
ous, however, was his access to information while 
assigned to the naval communications station at Stockton, 
California, the control station for the fleet satellite com- 
munication system. 

On 10 October 1979, Whitworth reguested a transfer to 
the fleet reserve, to be effective 30 September 1980. For 
the next seven months there is no indication he received 
any money from John Walker, but in June 1980 he is al- 
leged to have received $100,000 from Walker, apparently 
as an inducement to remain in the Navy. A few days later 
Jerry Whitworth withdrew his reguest for a transfer to the 
fleet reserve and reenlisted. Throughout 1981 and 1982, 
according to federal prosecutors, Walker and Whitworth 
continued to meet and exchange money for documents and 
information—$50,000 in 1981 and $60,000 in 1982. 


Arthur James Walker, a 
retired lieutenant com- 
mander, was sentenced to 
life in prison for his role 

in the family espionage ring. 


AP/WIDE WORLD 


In October 1982, Whitworth, now a senior chief radio- 
man, was assigned to the nuclear-powered aircraft carrier 
Enterprise (CVN-65), homeported in Alameda, as a com- 
munications watch officer where he had supervision over 
the communications technical control personnel, including 
those using the various cryptographic machines. Whit- 
worth’s first deployment in the ship was to the Indian 
Ocean where she made a port visit to Mombasa, Kenya. 
One of the documents used during this deployment was a 
classified communications contingency plan issued by 
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Commander Middle East Force. A copy of this document 
was later found in Whitworth’s mobile home. On 5 D& 
cember 1982 he allegedly sent a letter from the Enterpris? 
to John Walker detailing the ship’s deployment schedu? 
for January, February, and March 1982, a time when the 
ship was participating in a joint U. S.-Republic of Korea 
exercise named Team Spirit. 

Whitworth allegedly gave his last batch of Enterprise 
secrets to Walker during the first weekend of June 1983. 
week later Walker apparently turned these documents ove! 
to a Soviet agent in the Washington, D. C., area. On 
October 1983, Senior Chief Radioman Jerry Whitworl 
retired from the Navy. To help make up for the loss ° 
Whitworth, Walker alreadv had recruited both his brothe! 
and his son into what was now a family business. 


Arthur James Walker aa 


The oldest of three boys born to a working class family 
in West Scranton, Pennsylvania, Arthur was also the ints 
to leave home and enter the service. In 1953, after pala 
chial high school in Scranton and two vears at the Unive! 
sity of Scranton, Arthur Walker enlisted in the Navy: 7 
1960 he had become a sonarman first class and was $ 
lected for commissioning as an ensign. In the mid-19605: 
he served as engineer officer and executive officer of A 
USS Grenadier (SS-525), a diesel-powered submarine: =- 
1968 he was promoted to lieutenant commander an 
tailed to the Atlantic Fleet Tactical School as an A 
instructor until his retirement in July 1973. 

For a number of years Arthur Walker lived on his Naši 
pension and did occasional part-time work for his boli 
John's private investigation company. In 1979 he We 
into partnership with John in an automobile radio di: 
located in Virginia Beach, near Arthur's home. Althoe 
Arthur was listed as the president and did nearly all ot! 
work, the shop apparently was financed principally 
John. Like many small businesses, it died a quick ded". 
Walker Enterprises closed in January 1980 leaving ja 
an Internal Revenue Service judgment of $28,807 for U 
paid income tax withholding and social security taxes: 
well as an assortment of unpaid bills. et 

Shortly after the business folded, the two brothers l 
for breakfast in Norfolk. Arthur, on the verge of tears: biċ 
John how depressed he was. It was at that time that JO $ 
Walker brought up the subject of espionage and er an 
aged Arthur to get involved by obtaining a job at a CV! . 
company doing classified work for the government. A 
days later Arthur responded to an advertisement 1N 4 be 
newspaper and was hired as an engineer at VSE Corr 
tion, a defense contractor in Chesapeake, Virginia, W 
provides engineering, planning, and technical servi£ 
government and industry. The position reguired that 
thur hold a secret clearance. «ted 

According to an FBI report, Arthur Walker adm! m- 
that on a number of occasions, beginning around ea 
ber 1980, he turned over to his brother documents, ' 
photographs, booklets, and defense plans related to ~; ed 
naval forces, knowing they would eventually be KE gled 
over to the Soviets. One of these documents, class! 
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puresential, was the damage control book of the Blue 
me (LCC-19), the flagship of the Seventh Fleet. Arthur 
SA scd the book to his brother on 2 September 
Stren je 28 April 1982, Arthur signed out a confidential 
board To report” detailing eguipment breakdowns on 
‘im aa amphibious assault ships from 1976 to 1980. 
is va alker photographed the documents in the back of 
uni either In the VSE parking lot or nearby. Arthur 
ima the file to the safe but kept some of the computer 
irgini S to photograph that night at the offices of John's 
oo Beach detective agency. For his various efforts 
n gave Arthur two payments of $6,000 each. 


M icha 


— 'nael Lance Walker 


On 13 p | 
from NR ecember 1982, six months after graduating 


NELE olk's Rvan Upper High School, Michael Walker 
a8 a ye in the Navy. The following July, while assigned 
ir eh with a fighter squadron at the Oceana N aval 
irst SREŠ In Virginia Beach, the young seaman saw his 
SSN. Ce of classified material. ‘‘A month or so later,” 
mone ee A confessed, ‘‘my dad told me I could make 
plac ze ui would take classified material from my work 
Material ENE it to him. He told me he would pay for the 
didn't ? ut we never discussed how much he would pay. 
task him. I was shocked and afraid at what my dad 


Was | 
gal Suggesting, I knew what he was suggestiig was ille- 


Ne 
Son Yertheless, three months later, with three other per- 


in prec in the office, Michael took a secret document 
the dog urn bag, stuffed it into his jacket, and walked out 
and ae ater he gave it to his father who ““Tooked at it 
Called NN Was good. He seemed pleased,” Michael re- 
for the though his father had not given him any money 
ments fens yet, Michael brought him five more doc- 
imitz ' an Oceana before being transferred to the carrier 
Ssion N-68) in January 1984. tank 

division NI AS a yeoman in the operations administration 
Of clas if; ichael Walker began carting off the ship stacks 

“lied documents and messages. According to his 


n ] GG 

cous When I gave my father the first stack of 
ing them pa a the Nimitz, I told him I had been gather- 
O 


It looked lik a while. . , My father was pleased and said 
keep it, KE We were on a roll. He told me to go ahead, 
informat, and kept saying ‘keep it flowing.’ °? Much of the 
dealt Wi a compromised by Michael Walker apparently 
Oviet submarine movements and U. S. Navy 
| Tea Such information would have been of value 
ty of the Tia: nion because it would demonstrate the abil- 
hile th seat States to track the Soviet fleet. | 
“ed about ; mtz was in Norfolk, Michael Walker deliv- 
John Wa ; “n Stacks of documents to his father. In return 
les, uč 8ave his son $1,000 in $20 bills. The deliver- 
Nimitz go came to a halt on 8 March 1985 when the 
Chae ack arted for the Mediterranean. At that point Mi- 
conditionis, Stashing documents in a box behind an alr- 
IS father pra near his bunk, until he could meet with 
June, Neve heir rendezvous, scheduled for Naples in 
then | e K came about. On 22 May he was arrested. By 
9X of documents weighed about 15 pounds. 


Ship l ; 
O 
to Catlo 
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The Arrests 


In a rural town in central Maine a middle-aged woman, 
tired from a long day at-the local shoe factory and troubled 
with a hellish nightmare, turned to tarot cards for answers. 
For Barbara Joy Crowley Walker it was a first step on a 
long road leading to the end of her former husband’s 
treason—and a shattering of what was left of her family. 

For nearly 20 years, Barbara Walker had known of 
John’s espionage activities, but for the sake of her family 
had kept silent. After their divorce in 1976, she and sev- 
eral of her children moved to Skowhegan, Maine, where 
her three brothers and a sister live, and got a job cement- 
ing shoes at the Dexter Shoe Company. In January 1984 
she began debating the wisdom of her decision to remain 
silent about John’s activities and sought an answer from a 
reading of tarot cards. The cards told her to ‘‘be very 
cautious and make sure you know the whole story.” 

Six months later, in the summer of 1984, she moved in 
with her daughter Cynthia in West Dennis, Massachusetts. 
Barbara Walker was still troubled over whether to go to 
the authorities when, on 23 November, she received a call 
from another daughter, Laura Walker Snyder. Laura also 
had been approached by her father to spy for him when she 
worked in Army communications, but had refused. She 
pleaded with her mother to report her father to the police. | 

Laura told her mother that her former husband, Philip 
Snyder, was blackmailing her in order to keep custody of 
their four-year-old son. She later said during a television 
interview, ''He told me that if I tried to get the baby he 
would turn my father in or tell what he knew and he would 
destroy the family.’’ As long as her father was free, she 
felt, she would never see her son and her mother would 
never see her grandson. The following day Barbara 
Walker called the Hyannis FBI office, a few miles up the 
road, and told them her story. Later she called her husband 
to warn him that she had gone to the FBI to give him a 
chance to flee to the Soviet Union to escape prosecution. 
Walker, however, disregarded the warning. 

Following the tip from Barbara Walker, the FBI spent 
six months wiretapping and following John Walker. The 
break came when he was overheard telling people over the 
telephone that he was going to take a trip to Charlotte, 
North Carolina, on 19 May 1985. About noon, after load- 
ing several bags into his van, Walker began heading north 
rather than south to Charlotte. Followed by FBI agents in 
both cars and an aircraft, Walker drove a circuitous route 
to the Maryland suburbs of Washington, D. C. His route 
was directed by maps and photographs supplied by his 
Soviet handler. On photos of roadside landmarks the Rus- 
sians had drawn arrows pointing to exact spots where he 
was supposed to both drop and look for crushed soda cans 
bearing colored dots, which would indicate whether to 
proceed with the drop or postpone it for another time. 
According to one FBI agent, Walker pulled to the side of 
the road and stopped more than ten times. 

Finally, Walker entered the village of Poolsville, Mary- 
land. On the side of the road was his final destination—a 
telephone pole on which was posted a ''No Hunting’’ 
sign. From his van he took a brown paper bag. Stuffed in 
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the bottom, and wrapped in white plastic, were 129 classi- 
fied documents, mostly from the Nimitz. On top, hiding 
the documents, was an assortment of empty bottles and 
other trash. Walker placed the bag behind a log at the 
bottom of the pole and drove to another dead drop where 
he was to pick up a bag of money. Finding no money 
there, Walker drove back to the drop site several times but 
finally gave up and headed to a Ramada Inn in Rockville, 
Maryland. 

By now the FBI had retrieved the bag of documents and 
was waiting to catch the Soviet agent in the act of picking 
it up. The Soviets, however, somehow suspected a trap 
and although Aleksei G. Tkachenko, a vice consul at the 
Soviet embassy, was spotted in the area, he never went 
near the bag. Three days later he and his family flew back 
to Moscow. 

At about 0300 on 20 May, FBI agents arrested John 
Walker for espionage in a hallway near his room at the 
Ramada Inn. As he reached for a gun, his package of 
Soviet directions fell to the floor. 


The Sentencing 


A brief 15 minutes after Arthur Walker’s attorney ended 
his closing argument on 9 August 1985, Judge J. Calvitt 
Clarke, Jr., was back on the bench with his verdict: guilty 
on all seven counts of espionage. Walker was stunned. 
Although he harbored no delusions of acquittal, he also 
never thought the prosecution would win on every count. 
““There is no fairness anymore,’’ he later told a reporter. 
“I used to go to the movies, and you would see John 
Wayne, and there was a sense of fair play. . . . What ever 
happened to fair play? It just isn’t out there anymore, is 
it??? 

Arthur Walker was bitter. It was he who had given the 
FBI, during 35 hours of interviews, the bulk of the evi- 
dence used against him during the trial. In return, he had 
expected some leniency, but, as his lawyer would tell him, 
“This case got too big, Art, too many headlines, too much 
television. It got bigger than vou.'' A year earlier, his own 
limited involvement might have gotten him a couple of 
years in a minimum security prison. On 12 November 
1985, however, it got him a life sentence. One of the 
reasons for the harsh sentence may have been the suspi- 
cion by the prosecution that the former lieutenant com- 
mander may actually have started spying while still in the 
Navy and that it may in reality have been Arthur who 
recruited John, rather than the other way around. 

Arthur Walker's problem was not only that he told too 
much, but also that he knew too little. During the nearly 
three months between the time Arthur was convicted and 
the time he was sentenced, his brother John was busy 
working out a deal with the prosecutors for himself and his 
son. John's trump card was his detailed knowledge of se- 
crets he had passed on to the Soviet Union and his testi- 
mony in the weak legal case against Jerry Whitworth. 

On 28 October 1985, John and Michael Walker stood as 
Judge Alexander Harvey II gave his blessing to the plea 
bargain. In exchange for John’s cooperation, the govern- 
ment had agreed to ask the judge to sentence John to a 
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single life term, thus making him eligible for parole in ten 
years and Michael to 25 years in prison. Both originally 
faced multiple life sentences. 

The plea bargain had been approved by Attorney Gen- 
eral Edwin Meese, Secretary of Defense Caspar Weinbef" 
ger, and Secretary of the Navy John Lehman. Even 59; 
shortly after the agreement had been announced, Lehman 
strongly and publicly denounced the deal. ''We 1n the 
Navy are disappointed at the plea bargain,’’ he said. It 
continues a tradition in the Justice Department of treating 
espionage as just another white-collar crime.”” Lehman $ 
proposed solution was to have the two ''shot or hanged. 

The remarks were ill-considered and embarrassing. ' ki 
more important than hanging the Walkers was discovering 
the true extent of the damage to the code systems 4” 
undersea warfare activities caused by the security laps¢- 
day after Lehman’s remarks, he was publicly chastised by 
Secretary of Defense Weinberger, who said, “Secreta 
Lehman now understands that he did not have all the facts 
concerning the matter before he made his injudicious an 
incorrect statements with respect to the agreement. Secre- 
tary Lehman now has all the facts and is in complete 
agreement with the government's decision." 


s of the 


Although to a large degree the total dimension 
neve! 


security breach caused by the Walker spy ring will i 
be fully determined, the most serious damage probably 
concerned the Navy’s cryptographic system. To eavesdrop 
on encrypted communications, the Soviets would jesa 
three basic elements: a knowledge of the internal Ši 
tronic structure of the crypto machine; access to the dal y 
key cards which scramble the message being sent an 
unscramble it at the other end; and knowledge of th 
quency on which a signal will be transmitted. Both miv 
Walker and Jerry Whitworth were in ideal positions 
compromise all three elements. ad 
For many years the Soviet Union has probably h ¢ 
working models of a number of the Navy's crypt? s 
chines. One such machine is the KL-7. This machine W l- 
compromised as far back as 1963 when Joseph G- H 
mich, an Army warrant officer and communications LA 
cialist, first sold details of the machine to the BAT A 
Union. According to information presented at his Mem 
1981, ““Defendant Helmich provided to the Soviet UH" 
enough information to completelv compromise the ors 
Crypto System. . . . Although he only provided rot ii 
and key lists for the 1963—1964 period, the residual ' A 
pact of the compromise continues to the present time | It 
cause the KL-7 was continuously in use and still JS: y 
also appears from trial testimony that Helmich also za y 
have compromised the KW-26: ''Mr. Helmich not" 4 
had access to the KL-7, but he had access to other ani to 
coding eguipment, including the KW-26. He admitte (he 
the FBI that if he had access, he probably gave it t° 
Soviet Union.” tA 
Like Helmich, Walker and Whitworth—as d py 
pairmen and senior radiomen—were in a position to fi to 
and deliver to the Soviet Union the operation manu? 
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Jerry Alfred Whitworth, a 
retired senior chief radio- 
man, is alleged to have 
received more than 


$300,000 for supplying 
Material to John Walker. 





Various cry 
NS in positions to give to the Soviets the various 
iti a used by their communications facilities. 
ey cards iz two items the Russians then needed only the 
Ore the : These could be either obtained and copied be- 
Oyce. 4 ies used, as happened in the Christopher 
480, or AR ton Lee spy case in California several years 
Case Sie orate after the one-time cards were used. In this 

e inform Intelligence would simply intercept and record 
ation and then decrypt it once the cards were in 
bed site ei normal procedures the cards are supposed to 
Municater Shortly after they are used, but a senior com- 
ri would be likely to have easy access to the mate- 
ing tik tela and Whitworth were charged with giv- 

wae JE S to the Soviet Union. | 
Soviet Unio Crypto system had been compromised, the 
Classified a would have access to much, if not all, of the 
n be aa LOTT passing through those circuits. As 
ers of ie rom the list of various duty stations for mem- 
Sensitive = Walker Spy ring, a great number of highly 
Were pu aomarine and antisubmarine secrets probably 
One oft „Promised. John Walker, for example, occupied 
ACCESS to Ost Sensitive positions in the Navy, in terms of 
ag ighly classified submarine information, when 
Atlantic NEKO of the communications spaces for the 
alker s čet Submarine Force. For the Soviets, the 
Which to Py ring has meant a more transparent ocean in 
ich to is U. S. undersea forces and a murkier sea in 

erha ide their own. 

Walker E S the most serious implication to emerge from the 
Would eee is the realization that the ring probably 
ble, Or © Operating if it were not for a family squab- 
able to Mire 20 years, John Walker and his crew were 
Many oth m JA AEO without attracting suspicion. Just how 
"emain ; ohn Walkers have come and gone or currently 
n the Navy is certainly a frightening prospect. 


The Reme dies 


John Lon the changes announced by Secretary of the Navy 
eduction hey as a result of the Walker spy scandal is the 
Clearances y half in the number of people holding security 
“CES Who t was argued that many people hold clear- 

save no need for them. At the same time, how- 


Pto machines on which they worked. Similarly, 


st er r ý ' 
p classifi 'S no similar commitment to reduce the number 
9 should documents, many of which are overclassified 


Reduci never have been classified in the first place. 
ng the number of cleared people without reduc- 
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ing the number of overclassified documents simply will 
overtax those left with clearances. Also, such an action 
would not have prevented any of the past espionage cases. 
John Walker, Jerry Whitworth, and the others in the list 
accompanying this article all held necessary clearances. 

Rather than create chaos by trying to arbitrarily ''un- 
clear’’ almost a half-million people, it might be wiser to 
reduce gradually the number of secret documents, while at 
the same time decrease a corresponding number of clear- 
ances. Attention also should be paid to improving the se- 
curity clearance process. John Walker, for example, went 
for 20 years without ever having a clearance update. 

At the same time, his son Michael was granted a secret 
clearance without ever having the required national 
agency check performed. The reason for this is that the 
Navy, despite a direction from the House Appropriations 
Subcommittee two years earlier, refused to centralize 
clearance approvals. Rather, the decision was to ignore 
the congressional command and leave the decision to grant 
a clearance to individual commanding officers. 

Another reform, institution of the death penalty for es- 
pionage, also would seem to have little real effect in re- 
ducing spying since very few potential traitors would 
probably weigh the difference between sentences of life in 
prison or death. It also would seem unlikely that it would 
ever be used, given that the average sentence for individu- 
als sentenced in recent years has been relatively light. 

The third major reform, and probably the most contro- 
versial, is the polygraph. Currently the Defense Authori- 
zation Act of 1985, under a pilot program, limits the Navy 
to a maximum of 1,200 counterintelligence tests a year. 
The problem, however, is that there are 900,000 people in 
the Navy with access to classified information—139,000 
with access to top secret information and 33,600 with sen- 
sitive compartmented information clearances. Therefore, 
what the Navy is seeking is permission not only to expand 
the program, but also to conduct the tests on a random 
basis. 

According to Admiral Butts, who testified as Director 
of Naval Intelligence, “‘If I can for sure walk in unan- 
nounced and say to everybody that is sitting in [a] commu- 
nication space, “Okay, guys, today is the day we are going 
to polygraph everyone here, and we just happen to pick 
your ship at random. And [any] of you guys who don’t 
want to be polygraphed, we would like to transfer you 
without prejudice but we would kind of like to talk to 
you.’’’ The true value is not the accuracy of the machine, 
which has been estimated at anywhere from 50 to 90%. 
but in the fear factor. ''The threat of a polygraph,” says 
Admiral Butts, ''is a very effective deterrent.” 

Nevertheless, providing there is adequate oversight to 
assure that it is used strictly for questioning individuals as 
to whether they have or are engaging in espionage, poly- 
graph tests probably will be a useful tool and may help clot 
the hemorrhaging of secrets. 

A fourth major reform is to seek legislation to reduce 
the number of Soviet officials within the United States. 
This reform reflects a longstanding and unrealistic philos- 
ophy toward counterintelligence and may be one reason 
for the abysmal state of naval security today. For decades 
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recruitment or blackmail by the KGB has been viewed as 
the principal threat to internal security. In 1984, for exam- 
ple, naval counterintelligence personnel gave 400,000 
““defensive briefings’’ warning of the dangers of KGB 
recruitment. In reality, as demonstrated by the list of espi- 
onage cases below, ideology and Soviet recruitment play 
virtually no role in the decision to sell classified informa- 
tion to the Soviet Union. A study done by the Defense 
Intelligence Agency lists espionage prosecutions back to 
1946 and indicates that Soviet recruitment has never 
played a role in any of the Navy’s espionage cases. What 
the study does show is that in every single case the motive 
was money, and it was the potential spy himself who did 


the soliciting. 

The real problem is not one of keeping the Soviet 1°- 
cruiters out, but keeping the secret documents in. It shoul 
be more difficult to walk unhindered out of the Naval In- 
vestigative Service with a top secret codeword manu 
than it is to walk out of a library with a battered book, but 
unfortunately it isn’t. 

In one sense, there is very little difference betwee? se" 
cret documents in a shipboard communication space all 
sweaters in a department store, tapes in a record shop; o 
books in a library. Significant theft of the merchandise u 
each of those other businesses would mean bankruptcy: 
Therefore manv companies have decided to invest in ways 


Navy-Marine Corps Espionage Cases < 


> June 1981. Michael Richard 
Murphy, SN, USN, attached to 
the USS James K. Polk (SSBN- 
645), telephoned the Soviet Mis- 
sion to the United Nations in New 
York offering to make a deal 
which, he said, would benefit both 
the Soviets and himself. He was 
offered immunity from prosecution 


in exchange for cooperation. A poly- 


graph examination indicated he had 
had three telephone contacts with 
the Soviets, but had not passed any 
information. He was granted an 
honorable discharge from active ser- 
vice in August 1981. 


b September 1981. Ensign Ste- 
phen Anthony Baba, USN, at- 
tached to USS Lang (FF-1060), 
mailed three Department of De- 
fense secret documents to the em- 
bassy of South Africa in Washing- 
ton, requesting $50,000 as initial 
payment for the material. He 
pleaded guilty at a general court- 
martial and was sentenced to two 
years’ confinement. 


> June 1982. Brian Patrick Hor- 
ton, IS2, USN, assigned to the 
Fleet Intelligence Center Europe 
and Atlantic, in Norfolk, Virginia, 
contacted the Soviet Military Office 
in Washington. He offered to trans- 
fer classified material to the Sovi- 
ets. He was convicted at general 
court-martial on five counts of fail- 
ure to report contacts with hostile 


country nationals and one count of 

solicitation to commit espionage; he 
was sentenced to three years’ con- 

finement. 


b August 1982. Brian Everett 
Slavens, PFC, USMC, assigned as 
a sentrv with the Marine Detach- 
ment, Modified Advanced Undersea 
Weapons Command, Adak, Alaska, 
visited the Soviet Embassv in 
Washington, D.C., where he of- 
fered to sell military information 
for $500 to $1,000. He pleaded 
guilty to attempted espionage at a 
general court-martial and was sen- 
tenced to two years' confinement. 


b August 1982. Ernest Charles 
Pugh, SA, USN, attached to the 
Defense Language School, Monte- 
rey, California, entered the Soviet 
consulate in San Francisco and at- 
tempted to defect. It was deter- 
mined that prior to his enlistment 
he had requested political asylum 
in the Soviet Union. He was medi- 
cally diagnosed as having a schiz- 
oid personality disorder and was 
discharged from the Navy at the 
convenience of the government. 


b December 1982. David Alton 
Hediger, YNSR, USN, attached to 
a submarine tender in Charleston, 
South Carolina, was found to have 
contacted the Soviet military office 
in Washington, D.C., for an un- 
known purpose. An investigation 


determined that he did not have 
access to any classified material 
and therefore probably had not com: 
promised any security informatio”: 


> February 1983. Robert Wade 
Ellis, AW2, USN, attached to VP- 
46, Naval Air Station, Moffett 
Field, California, contacted the 
Soviet consulate in San Francisco: 
offering to sell documents for 
$2000. He was arrested while at- 
tempting to sell documents to ab 
undercover FBI agent. Convicted 4 
general court-martial for unauthor 
ized disclosure of classified infor 
mation, he was sentenced to three 
years’ confinement. 


b June 1983. Jeffery Loring i 
Pickering, HM3, USN, attached 
the Naval Regional Medical Clin 
Seattle, Washington, admitted stea 
ing secret microfiche from his 
former command and sending d 
five-page secret document to the 
Soviet Embassy in Washington. 
was convicted at general court, 
martial for violations of the Unt 
form Code of Military Justice 4P 
the espionage act and was sên- 
tenced to five years' confinement- 


> June 1983. Alan Dean Coberly 
PFC, USMC, attached to Third 
Battalion, First Marine Regiment: 
First Marine Division, was apP'? 
hended for unauthorized absence A 
During an investigation, he adm! 
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New York Times, Philadelphia Inguirer, The Washington Post, and The Washingon 
Post Magazine; House of Representatives, Subcommittee on Defense Appropria- 
tions, hearing on DoD appropriations for fiscal year 1986; Navy service record of 
Jerry Alfred Whitworth, obtained through the Freedom of Information Act; 
cruisebooks from the USS Arlington (AGMR-2) and the USS Constellation (CV- 
64); command histories available at the Naval Historical Center in Washington, 
D.C., for the Constellation and Naval Communication Station, Stockton, Califor- 
nia; a book titled The U. S. Intelligence Community by Jeffrey T. Richelson and an 
article, Perturbations on the Reception Characteristics of Antennas on Diego Gar- 
cia Due to the Presence of a GEODESS Site by R. Weber. Court records used for 
the article are U. S. District Court, Northern District of California, Criminal Com- 
plaint, U. S. v. Jerry Alfred Whitworth, 3 June 1985; U. S. Circuit Court, Northern 
District of California, superseding indictment, U. S. v. Jerry Alfred Whitworth; and 
U. S. District Court, Middle District of Florida, sentencing memorandum, U. S. vs. 


a er a aa. merchandise from going out the front door 
či ena s Or in a bag. Rather than spend money on 
Draama ve riefings, explaining that the KGB is a bad 
thinkin m counterintelligence specialists should begin 
wee NAH classified documents as valuable pieces of 

he Wale and take some pointers from private industry. 
bari, AIKET spy case has shown, the alternative may be 
Ptcy of the worst sort. 


— ete a 105) 


Sources of Information 
Mr, Bam 


Joseph Helmich, 1981. 


able nei article has been drawn entirely from unclassified, publicly avail- 
- Included are the following: various issues of the Baltimore Sun, The 


< In the 1980s 


| ted ud 

| =e he had visited the Soviet 
pleads) Mm the Philippines. He 
m A guilty at general court- 


| i 
| MoR and was sentenced to 18 
| S confinement. 


; 
Issn (1283. Hans Palmer Wold, 
R anger A » While attached to USS 
in the 3 V-61), was apprehended 
a mike of the Philippines 
found | orized absence and was 
Op E Possess undeveloped film 
mented ~tet-sensitive compart- 
tended Information, which he in- 
master to the Soviets. 
NEM nvicted at general court- 
“Hal and sentenced to four years. 


b 
| Maj west 1983, John Raymond 
ard, ISSN, USN, assigned to 
Simin in chici Pa- 
un i aii, while on 
have sa ized absence, was found to 
Persona] je Secret documents in his 
Benera] Cker., He was convicted 
full ke <Ourt-martial for wrong- 
and OVing classified material 
| Sentenced to three years. 
F 
| kim 1984, Michael Ray 
| to aval CPL, USMC, assigned 
Philip al Air Station, Cubi Point, 
| hendeg 408» after being appre- 
| Was fon °F unauthorized absence, 
Writt nd to have photographs and 


. CEN tihu rett feda 
| tion ,, Materials indicating inten- 
|  thep 


0 , 
(salat Soviet officials in 
Ċated h PPines, Investigation indi- 


ad expressed interest in 
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defecting to the Soviet Union. He 
was discharged from the Marine 
Corps at convenience of the gov- 
ernment. 


b March 1984. Bruce Leland 
Kearn, OS1, USN, assigned as 
secret control officer on board the 
USS Tuscaloosa (LST-1187), went 
on unauthorized absence and left 
behind a briefcase which was found 
to contain 147 secret microfiche, 
files, seven confidential crypto pub- 
lications, and child pornographic 
photographs and literature. He was 
convicted at general court-martial 
for dereliction of duty, willfully 
delivering, transmitting or commu- 
nicating, or causing to be transmit- 
ted or communicated, classified 
documents to a person not entitled 
to receive such documents. He was 
sentenced to one and one-half 
years’ confinement. 


b April 1984. Robert Ernest 
Cordrey, CPL, USMC, attached 
to the Headquarters Company, 
Headquarters Battalion, 2nd Marine 
Division, Camp Lejeune, North 
Carolina, contacted Soviet, Czecho- 
slovak, and other hostile country 
establishments, offering to transfer 
information about nuclear, biologi- 
cal and chemical warfare. He was 
convicted at general court-martial 
on 18 counts of ''failing to report 
contacts with a citizen of a com- 
munist controlled country’’ and was 


sentenced to two years. 


b August 1984. Samuel Loring 
Morison, a GS-11 civilian em- 
ployee with the Naval Intelligence 
Support Center in Washington, 
stole three classified satellite photo- 
graphs of a Soviet aircraft carrier 
under construction and provided 
them to a British magazine. He 
was convicted and sentenced to two 
years. The case is now on appeal. 


> August 1984. Michael Timothy 
Tobias, RMSN, USN, stationed on 
board the USS Peoria (LST-1183), 
offered to sell classified documents 
to a U. S. Secret Service agent in 
San Diego, California, for $1,000. 
He claimed that an unidentified 
““foreign power'' had offered him 
$100,000 for the cards, and he had 
been observed in the vicinity of the 
Soviet consulate in San Francisco. 
He was convicted in federal district 
court and sentenced to 20 years’ 
confinement. 


>» November 1985. Jonathan Jay 
Pollard, a civilian employee of the 
Naval Investigative Service, Wash- 
ington, was allegedly paid $50,000 
by Israel for stacks of highly clas- 
sified documents. Other documents 
were found later in a suitcase and 
in his wife’s purse as the two were 
attempting to leave the country. 
Both were arrested and are await- 
ing trial for espionage. 
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